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ARTICLE INFO ABSTRACT

Keywords: Introduction: In German and international research networks different approaches concerning patient consent are
Medical data management applied. So far it is time-consuming to find out to what extent data from these networks can be used for a specific
Terminology

research project. To make the contents of the consents queryable, we aimed for a permission-based approach

Semantic (Opt-In) that can map both the permission and the withdrawal of consent contents as well as make it queryable
Informed consent . .

FHIR beyond project boundaries.

Consent management Materials and methods: The current state of research was analysed in terms of approach and reusability. Selected
Patient rights process models for defining consent policies were abstracted in a next step. On this basis, a standardised semantic
Opt-in terminology for the description of consent policies was developed and initially agreed with experts. In a final
Opt-out step, the resulting code was evaluated with regards to different aspects of applicability.

EU GDPR Results: A first and extendable version for a Semantic Consent Code (SCC) based on 3-axis (CLASS, ACTION,
Consent registry PURPOSE) was developed, consolidated und published. The added value achieved by the SCC was illustrated

using the example of real consents from large national research associations (Medical Informatics Initiative and
NUM NAPKON/NUKLEUS). The applicability of the SCC was successfully evaluated in terms of the manual se-
mantic mapping of consents by briefly trained personnel and the automated interpretability of consent policies
according to the SCC (and vice versa). In addition, a concept for the use of the SCC to simplify consent queries in
heterogeneous research scenarios was presented.

Conclusions: The Semantic Consent Code has already successfully undergone initial evaluations. As the published
3-axis code SCC is an essential preliminary work to standardising initially diverse consent texts and contents and
can iteratively be extended in multiple ways in terms of content and technical additions. It should be extended in
cooperation with the potential user community.

1. Introduction under certain conditions (Art. 5 and Art. 6 GDPR). In fact, the processing
of special categories of personal data, which include health data, is
1.1. Challenges in consent-based medical research prohibited (Art. 9 (1) GDPR). Permission is based on a number of ex-

ceptions, one of which is the explicit consent (Art. 9 (2) lit. a GDPR).
According to the General Data Protection Regulation (GDPR) of the Recital 32 of the GDPR [1] focusses on an inclusion-based approach
European Union (EU), the processing of personal data is only permitted (opt-in principle) as requirements for patient consent. This ’opt-in
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Fig. 1. The consent query challenge from a user point of view: Despite very complex input information, comprehensive consent enforcement must be as simple

as possible.

principle’ of consent is currently a common standard for the processing
of medical data in the context of research within the EU.

In the last years, several initiatives have been launched in Germany
and Europe (e.g. BBMRI-ERIC [2], BBMRI-ERIC Colorectal Cancer
Cohort [3], ECRIN-MDR [4]) to support collaboration and data sharing
within research communities based on patient consent in accordance
with ethics principles and data protection regulations. In Germany ex-
amples are Medical Informatics Initiative (MII) [5], Network of Uni-
versity Medicine (NUM) [6], German National Cohort (NAKO) [7] and
the German Centre for Cardiovascular Research (DZHK) [8] among
others. Due to this large number of research initiatives, the content of
consent documents is usually project-specific. Texts, content and wording

NAPKON Consent

[...] allows the transfer of your encrypted patient
data [..] to recipients in countries of the
European Union (EU), [...] or other countries for
which the European Commission has determined
an adequate level of data protection through an
adequacy decision."”

Research project

Quote from
consent document or
patientinformation

are usually elaborately coordinated with responsible parties [9]. Addi-
tionally, the consent documents differ in their structure [10]. Moreover,
these patient consents are documented and managed in different ways in
daily practice, ranging from efficient electronic solutions [11,12] to a
pile of paper. Following the ’opt-in principle’ (processing of personal
data in the research context is excluded until it is explicitly permitted),
we are aiming for the establishment of a permission-based approach that
is as flexible as possible. In order to be enabled to query this consent
information (from a more technical perspective), the semantic content
of obtained consent information has to follow a set of precise semantic
definitions. Each statement is permitting one aspect of data processing
or data sharing. This inclusion-based approach shall not be mixed with

MiII Broad Consent

[...] transfer to other countries for research pro-
jects if European dataprotection legislation
applies in these countries or if the European
Commission has confirmed an adequate level of
data protection in these countries

Transfer of medical data domestically or abroad Individual MG TGRSl sl e el i
R Interpreted Coding (MDAT) to externalresearchers for scientificuse
& Mea ning for medical research purposes.

Policy ,,MDAT_provide_EU_compliant”

\@/

0ID2.16.840.1.113883.3.1937.777.24.5.3.8

Fig. 2. Different query paths for consent content from two independent projects. A uniform and simple way to interpret, query and enforce the patients’ consent

is required.
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exclusion-based mechanisms to prevent unintentional overlap of con-
sent statements which might lead to invalid consent interpretation. A
focus on purely permission-based consent and withdrawal processes
strengthens the separation of permissible and impermissible data pro-
cessing processes and simplifies implementation of the patient’s will.

In summary, the challenge is to find a suitable compromise for the
technical implementation of the patient’s will (enforcement). From the
user’s point of view, this should enable simple and uniform retrieval of
consent information (consent query), even if the necessary input infor-
mation is based on various structured contents, different granularity of
(technical) coding and a differently managed documentation (cf. Fig. 1).
However, this simple and uniform queryability of consent information
poses a practical problem due to the heterogeneity of methods, technical
solutions and lack of standards and granularity in medical research (cf.
Fig. 2).

2. Objectives

In order to describe consent content in human-readable as well as
machine-readable manner a uniform and independent “semantic lan-
guage” is required. Using related work as a starting point, this article
focusses on the development of a generic way to semantically describe
(encode) consent-related information in medical research projects. In
addition, the applicability of the developed approach is evaluated and
made available to the scientific community.

Table 1

Overview existing approaches to describe and encode consent-related information.
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3. Materials and methods
3.1. Step 1: Literature review and related work

Based on a literature review, in a first step, different conceptual
approaches to technically describe and encode consent-related infor-
mation were assessed (cf. Table 1). Some of the approaches examined
were developed for specific project scenarios and are therefore only
transferable to other use cases to a limited extent. At the same time,
selected approaches lack necessary granularity to correctly specify the
patient’s will. Inclusion and exclusion approaches are also combined,
which in turn can lead to potential errors in interpretability. Further
details on applicability, transferability and limitations can be found in
Table 1. Additionally, it is generally noticeable that the term ‘policy’ has
a different meaning within the different approaches. Thus, for this
publication, we define the term ‘policy’ as a combination of semantic
elements to describe a specific action, e.g. a single step of data
processing.

3.2. Step 2: Semantic abstraction

Regarding Table 1, the approaches 5 (MII consent policies) and 6
(DZHK consent policies) show the necessary potential for further action.
Both approaches use consent policies as a basis and are encoded in
different ways. Within DZHK network query processes have already
been established for consent management so that the content of consents
can be checked by the Trusted Third Party after a data request has been

No. Existing approach Example(s)

Scope and limitations

1 Document-related HL7 Consent Policy Rule Codes [13]

2 Categorical Standard Use Condition Consent Codes [14]
3 Action-related FHIR Consent Actions [15]

4 Detailed policy-sets combining inclusion IHE APPC Specification [16]

(permit) and exclusion (deny) criteria

5 Mapping of specific consents (per research
project) based on explicit permission using
individual consent policies (variant 1)

(OIDs) [17]

Consent Policies, identified by unique object identifiers

Each code focusses entire consent documents or rule sets, e.g.
“Illinois Consent by Minors to Medical Procedures” [13].
Lack of granularity for the intended purpose.

General application categories that allow the definition of
inclusion and exclusion scenarios, e.g. “user-specific
restrictions”.

Scope of granularity and combination of permission and denial
is not suitable for the intended purpose.

Defined set of permissible common data processing procedure
actions, e.g. collect, access, etc.

Limited granularity of permissible actions and applicable rules
are unsuitable for the intended purpose.

Focus on access control rules combining inclusion and
exclusion scenarios and specific use cases/workflows, e.g.
“Withhold consent to disclose to a specific provider
organization”.

Scope of granularity and combination of permission and denial
is unsuitable for the intended purpose.

Mapping of consent content to OIDs unambiguously refers to
specific application context and document version (here: MII
Broad Consent [10]). These MII OIDs focus on explicit
permission. Their meaning is linguistically and semantically
aligned. Re-use of this specific static mapping outside the MII
scope is deliberately not intended.

6 Mapping of specific consents (per research
project) based on explicit permission using
individual consent policies (variant 2)

7 Meta data description for records

Consent policies identified by structured unique naming
(TTP Policy Codes) [18] as applied in research projects DZHK/
NAPKON/NUM NUKLEUS [8,19] and Trusted Third Party
(TTP) of the University Medicine Greifswald

Focus on data use conditions allowing usage and access for
research, as implemented in the project “Leipzig Health
Atlas” [20] aligned with works of the MII [21]

Structured identifiers and their meaning are project-specific
and focus on explicit permission. Semantic assignment to
consent texts requires considerable prior knowledge and
expertise. Within the research project (e.g. DZHK [8]),
however, they are suitable for mapping different study
consents. Re-use outside the specific research project not
envisaged. Nevertheless, naming of consent policies might
provide orientation for similar use cases.

Allocation of fine-grained rights for e.g. academic research,
within the EU, with biomaterial. Simultaneous exclusion of
certain matters, e.g. to recontact the patient concerned.
Combination of inclusion and exclusion scenarios not suitable
for intended purpose.
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sent by the data transfer office (unit for receiving requests for data
transfer and for actual transfer of data) and before data sets are trans-
ferred to data scientists and researchers. DZHK consent policies were
adapted for the patient consents of NUM cohort platform NAPKON [22]
and similarly applied. Within the Medical Informatics Initiative, an
analogous policy-system already existed, with different terms and
slightly different interpretation of the systematic based on unique digital
object identifiers. These approaches are not arbitrarily interoperable.

As a next step, the DZHK policies and the MII polices had to be
semantically aligned to each other and were checked for overlapping
and essential components or ‘comparable building-blocks’. This com-
parison was done by checking all the policies of the projects while the
names and the contents were allocated and semantically compared.
Although, the approaches used were based on policies already consisting
of different building blocks with an individual meaning but allocated to
similar processing and transfer operations, it was possible to identify
noteworthy overlaps of these building blocks.

3.3. Step 3: Drafting a 3-axis-code

The next step was to categorise the individual building blocks of the
policies. Each of these categories group thematically related policy
building blocks and can be used as the axis of a 3-axis code to describe
the semantic meaning of consent policies in terms of content (cf.
Table 2).

This basic idea of an axis-based code was discussed with an expert
representative of the “Technical Committee for terminologies of HL7
Germany” regarding content and technical suitability for the intended
application. After this initial agreement on the proceeding, a compre-
hensive Semantic Consent Code (SCC) was developed to close the gap of
a generic way to semantically describe consent-related information in
medical research. Technically, the SCC consists of several code systems
and value sets using the HL7 FHIR standard (cf. supplemental files).

3.4. Step 4: Evaluation of the applicability

3.4.1. Manual applicability

Selected examples from practice were mapped using the Semantic
Consent Code (SCC) to gather initial impressions and first technical
experiences in applying SCC to individual consent policies, consent
modules, and entire consent templates. Based on that, the extent to
which a manual use of SCC approaches is suitable for practical
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application was investigated. The evaluation focussed on user-
friendliness and comprehensibility of the designed terminology. Two
students, both not familiar with either the study or the SCC, received the
following documents independent from each other: the patient infor-
mation and consent forms of NAPKON with biomaterial collection and
an excel table with a description of SCC (analogue to the later code
system) as well as an overview of these three SCC categories.

The informed consent forms were translated manually to SCC based
on a first version of the SCC codes provided to the participating students
(cf. [23-26]). The complexity of the translated documents was very high
regarding a large number of contents to be depicted individually within
a consent section. This was in line with typical challenges and a realistic
approach. The objectives were to generally review the usability and self-
explanatory nature of the code and to identify the main difficulties in
using the current version of the Code for users not involved in its crea-
tion. It was also possible to make an initial assessment of the compa-
rability and readability of the translation of the same patient documents
into code by independent people. Both students translated the written
text into the codes and commented and specified questions and diffi-
culties related to each step of the translation.

3.4.2. Technical applicability

The technical evaluation of SCC focused on testing the automated
interpretability of selected consent policy terminologies. This includes
both structured policy identifiers (NUM NAPKON/NUKLEUS, TTP Pol-
icy Codes) and the OID (cf. Table 1) approaches used within the MII
(vl.6d and v.1.6f).

SCC can be considered as a descriptive language to describe the
meaning of the respective consent policies. As many research projects
naturally develop their own codes for similar content, a solely string-
based interpretation of a structured consent policy might only be of
limited benefit. This varying description of similar content can be
perceived as a “dialect” in terms of language and implementation.

The interpretability of the consent policies was evaluated based on a
comprehensive set of assertions implemented with the JUnit-Testing-
Framework [27]. Based on string-comparisons most of the consent
policies could already be translated (at least partially) automatically.
Remaining unknown parts of structured policy names, so-called se-
mantic syllables with unmapped SCC meaning, were identified. In a
second step, project-specific SCC dialects were introduced, to optimise
these translation results. The multilingual definition of dialects was
subsequently integrated into these test sequences.

Table 2
To semantically describe and encode the meaning of consent policies, a semantic code based on three axes (class, action, purpose) and one optional axis (actor) is
applied.
Axis Method of allocation Description Type of word  Example
class data type in a separate but integrated data management system, e.  class combines data or material types and acronym person identifying information
g. patient identifying information or specimen subtypes (PII or IDAT)
Subclasses can be used to address relevant subsets of this data “Which data type is addressed with the policy?” biomaterial (BIOMAT)
type, e.g. analysis data based on specimen
action description of permissible activity resulting from a Consent Policy =~ action combines permitted processing steps and  verb collect
activities
“What am I allowed to do?*
purpose  specification of the application context of usage and/or scope of  purpose combines further information relevant  adjective timely_restricted
coverage of a Consent Policy for — or - regarding the context and/or
noun
“Why/What for/Where from/Where to/For
whom/How/...?*
actor extendible categorisation of requestor of a consent request specification of the Actor acronym DTU (data transfer unit)

“Who is asking?*
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code
e.g. EU_GDPR_LEVEL

display Tuse™: {
"code": "900000000000003001",
e.g. EU_GDPR_LEVEL "system": "http://snomed.info/sct"
I code (German) b
"value": "an Ldnder mit EU Datenschutzniveau"
designations language de-DE i
e.g. ,EU_DSGVO_NIVEAU“ {

“code": "EU_GDPR_LEVEL",
"display": "EU_GDPR_LEVEL",
"designation": [
{
“language": "de-DE",

"language": "de-DE",

"use": {
description (English) "code": "900000000000013009" ,

language en-UK

e.g. ,to countries with EU data protection level”

“system": “"http://snomed.info/sct"

I3
"value": "EU_DSGVO_NIVEAU"

— 5 (
description ’ "language”: “"en-UK",
language de-DE “use”: {

e.g. ,an Lander mit EU Datenschutzniveau”

"code": "900000000000003001",
"system": "http://snomed.info/sct"

3

"value": "to countries with EU data protection level"

},

Fig. 3. Technical structure and FHIR-based definition (excerpt in JSON-Format) of a SCC-component (e.g. “EU_GDPR_LEVEL": the English code is semantically

identical with the German representation).

As a last evaluation step, and to highlight the benefits of the SCC, a
concept for using the SCC in the context of a potential research infra-
structure scenario was developed.

4. Results
4.1. Semantic consent code (SCC)

SCC consists of three mandatory and one optional axis. Each of these
axes is represented by a separate FHIR code system. Since code systems
usually evolve over time, a value set was additionally created for each
code, which at the present time simply contains all individual codes of
the respective axis. This creates the necessary technical bindingness and
unambiguous referencing of SCC.

Each code focusses primarily on a machine-processability. Thus, a
description that precisely highlights the semantic meaning is assigned to
each code. The formulations of these descriptions are based on existing
and agreed formulations from MII and DZHK (also used for NAPKON)
definitions of policies (cf. Fig. 3).

At the same time, these descriptions were abstracted in such a way
that their meaning remains the same, but the formulation can now be

Table 3

used in a more general context. Placeholders with references to the other
code axes (e.g. [CLASS]) are also included to enable a later aggregation
of semantic building blocks, so that a human-readable variant of the
resulting semantics can easily be calculated. These descriptions are
available in both English and German as shown in Fig. 3 via so-called
designations. In addition, a German equivalent (code synonym DE) of
the primarily English code has been included in the FHIR specifications
to simplify subsequent mapping processes for the user.

The resulting code systems are expandable and represent a first draft
(version 1.0) in terms of content and applicability. The list of codes for
the axes ‘CLASS’ [23], ‘ACTION’ [24], ‘PURPOSE’ [25] and the optional
axis ‘ACTOR’ [26] are available online and attached as supplementary
files to this publication. Table 3 lists the codes of the "ACTION’ axis as a
representative for the components of the Semantic Consent Code.

4.2. Semantic modelling of informed consents

SCC primarily focuses on application scenarios with machine pro-
cessing, e.g. for automated validity queries of consent and consent
policies. Modelling of entire consent templates (e.g. MII Broad Consent
with 7 modules and 27 policies) is possible [28]. In order to demonstrate

List of Codes for Axis ‘Action’ (v1.0). FHIR representations of the full SCC axes ‘CLASS’ [23], ‘ACTION’ [24], ‘PURPOSE’ [25] and the optional axis ‘ACTOR’ [26] are

available online.

Code Description

provide
transfer_ownership

transfer of [CLASS]
transfer the ownership of [CLASS] from the participant to the controller/data processor/carrier of the biobank
view insight into [CLASS]

collect collection of new [CLASS]

analyse_genetic obtaining genetic data from [CLASS]

inform information

store_process storage and processing of [CLASS]

contact contact participant (if necessary, regarding [ACTION|PURPOSE])

use provision of [CLASS] for use/analyses/for evaluation purposes [PURPOSE]

process processing of [CLASS]

merge merging and, if necessary, transferring of [CLASS]

query query with/from [PURPOSE]

supplement supplementary/complementary collection of additional [CLASS] with / from [PURPOSE]

link linking data of the data subject to [PURPOSE]
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the comparability of two different consent policies based on SCC, two
actual consents of two research projects were mapped as examples using
SCC: (1) one of the NAPKON cohort consents (consent not available
online) [29] and (2) the Broad Consent of the MII (version 1.6d) [10].
These are separate medical research projects with different goals and
non-congruent patient information (both in structure and linguistic
formulation). In NAPKON, the semantic description of consent policies is
achieved based on a unique name (with corresponding textual expla-
nation). In the MII, instead, unambiguously assigned object identifiers
(OID) are applied to describe a consent policy semantically [17], also
with a free-text explanation.

To be able to check the validity of consent, e.g. in order to share and
transfer data, before SCC it was necessary:

- to know the relevant passage in the respective consent text

- to know precisely the form of coding of the consent policy assigned to
this text passage, both in NAPKON and MII

- to query these policies separately using an appropriate technical
implementation

- to merge the result of the query appropriately.

With SCC a uniform possibility to query both variants simulta-
neously was achieved. Fig. 4 shows an example of the translation of
consent content in text form describing the possibility to transfer data to
third countries under certain circumstances to SCC. For translation the
values 'MDAT’ (which is described with ‘medical data’), ’provide’
(which is described with ‘transfer of’) and ’EU_GDPR_LEVEL’ (which is
described with ‘to countries with EU data protection level’) were com-
bined. In this way, the meaning “transfer of medical data to countries
with EU data protection level” can be modelled in a uniform manner. As
a result, the consent coding approaches NAPKON and MII have become
comparable and compatible in a way the exact knowledge of the original

NAPKON Consent

[...] allows the transfer of your encrypted patient
data [..] to recipients in countries of the
European Union (EU), [...] or other countries for
which the European Commission has determined
an adequate level of data protection through an
adequacy decision.”

Research project

Quote from
consent document or
patientinformation

International Journal of Medical Informatics 190 (2024) 105545

written text of informed consent forms must not be known for querying
the fact if individually consented data may be sent to countries with EU
data protection level.

4.3. Evaluation of the manual applicability

First evaluative steps focussed on the user-friendliness and compre-
hensibility of the designed terminology. The translated consent form in
SCC-format (see 3.4 step 4) resulted in eight modules to which the study
participant could give consent. The module corresponding to the general
privacy paragraph was by far the largest, comprising 19 code combi-
nations. The documents were also translated by the Ethics Coordination
Office of the cohort studies into SCC terms, which correspond to the code
already used in the productive implementation. Differences in trans-
lation between the students and the Ethics Coordination Unit were
calculated on the basis of the number of different code combinations. In
the most comprehensive and difficult to interpret module, the General
Privacy Paragraph, there was still a 58 % agreement between the stu-
dents and the Ethics Coordinator’s translation, while in the other seven
modules an average agreement of 83 % was achieved. In addition, les-
sons learned during the evaluation process were extracted into a dual-
language user manual [30], which was attached to this publication as
a supplemental file.

4.4. Evaluation of the technical applicability

Fig. 5 shows the results of the technical evaluation (see 3.4 step 4).
The MII policies (v1.6d: total of 27; v1.6f: total of 33) and the “TTP
Policy Codes” [18] (total of 75) could be 100 % automatically translated
into SCC using the dialect approach as described above. 71 of 105 pol-
icies could be translated all-over the 133 highly specific consent tem-
plates of NAPKON/NUKLEUS. The approach enables a quite intuitive

MII Broad Consent

[...] transfer to other countries for research pro-
jects if European dataprotection legislation
applies in these countries or if the European
Commission has confirmed an adequate level of
data protection in these countries

Transfer of medical data domestically or abroad Individual UEN B ) GG LR L C e
with appropriateness decision Inte rp reted Coding (MDAT) to external researchers for scientific use
& Meani ng for medical research purposes.

Policy ,MDAT_provide_EU_compliant”

Semantic Consent Code
(with rendered description)

> VIDAT:

provide EU_GDPR_LEVEL

transfer of [medical data] [to countries with EU data protection level]

01D 2.16.840.1.113883.3.1937.777.24.5.3.8

—

AXxis

ACTION

PURPOSE

ACTOR

Fig. 4. Semantic modelling example of SCC for application in different research projects (NAPKON, MII). For better comprehensibility, the NAPKON policy
“MDAT _provide EU_compliant”— originally mapped in German — has been translated into English.
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Project-specific semantic convertability of
consent policies using SCC and custom dialects

MII BC 1.6f (TFCU) 0

MII BC 1.6d (TFCU) 0
TTP Consent Policy List 0

NUKLEUS

0 20 40

W translatable (fully and partially)

60
Number of Policies

100 120

non-translatable

Fig. 5. Results of a first evaluation of SCC focusing on the technical applicability.

mapping between different language encodings. Further details on the
definition of SCC dialects and the carried-out results of the conversion
tests, which form the basis for Fig. 5, are attached to this publication as
supplemental files.

4.5. Suggestion of a technical concept for the application of SCC

To illustrate the benefits of the SCC approach, a potential use case
with heterogeneous consent information is utilised, in which researchers
aim to determine the number of valid patient consents for data exchange
within the EU. To estimate the number of available medical datasets,
they use a research support system, which here is representative of any
software system with corresponding interfaces. The researchers have no
knowledge of the type of consent information that needs to be evaluated
to answer the search query and are primarily interested in the most
precise answer possible. Their query is interpreted by a conversion
adapter as semantic consent code (1) and converted into a search query
(FHIR Query Language) (2). The search query is transferred (3) to a
corresponding system (federated Consent Registry), which is connected
to different data sources with consent information, each of them uses

RESEARCH SUPPORT SYSTEM
,Number of valid consents
allowing to share health
data within the EU for 3
research purposes?”

SCC Search Request
as FHIR Search Query

5 SCCSearch Response
with aggregated Result

(FEDERATED)
CONSENT REGISTRY

(Total: 100) 4

different ways of describing consent information (4a, 4b, 4c). The
Consent Registry can extract the necessary information (4) from the
connected data sources using appropriate converters and interpreters
(SCC to OID, SCC to Policy, SCC to Custom Study Consent). The partial
results are aggregated and transmitted to the researcher (5) in FHIR-
Format.

The approach (cf. Fig. 6) shall illustrate the additional value of SCC
and might be supplemented and adapted in various directions. For
example, the Consent Registry is not limited to the forms of supported
consent coding shown and can be extended (almost) as necessary. The
shown conversion adapter can also be part of the Research Support
System or a separate software solution.

5. Discussion
5.1. Complexity and limitations
In the first version of SCC, we focussed on a data-centred point of

view (e.g. medical data, specimen) to reduce complexity. This required a
non-overlapping and semantic definition of the individual terms and
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Fig. 6. Conceptual application of the Semantic Consent Code in a multi-project scenario to simplify aggregation of heterogeous consent information.
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elements of the codes. Further, axes can intuitively be combined and a
human-readable description based on prepared sentence components for
simplified understanding can be calculated. Although numerous typical
content queries to be used in research networks can already be
addressed, at the moment of publication not all query-relevant eventu-
alities could be considered in the current version of SCC due to a very
high complexity of disease definitions and already existing standardi-
zation codes (e.g. ICD [31], DSM [32]).

Nevertheless, the SCC is flexible and can be applied in detail to
supplement existing terminologies that lack precision, particularly in
the HL7 standard. With regard to the specification of actions, SCC has
overlaps with the capabilities of HL7 [15]. The SCC extends these ca-
pabilities while maintaining compatibility. Depending on the use case,
SCC can be used for modelling monolithic consent documents [13], but
also for the fine-grained annotation of FHIR consent resources with the
help of provision elements.

Existing consent codes for the formulation of “standard use condi-
tions” [14] do not provide for use with infrastructural queries (cf. Fig. 6).
The Consent Codes specified [14] only represent application purposes in
a very coarsened form, which makes specific transferability to other
research projects more difficult. SCC can be utilised (using the dialect
approach described under 4.5) to achieve compatibility with other
existing approaches and to enable the prerequisite for standardised
technical queryability.

In addition to IHE APPC [16], the latest IHE PCF specification [33]
also focuses primarily on the specification of roles (e.g. Consent
Recorder, Consent Registry) and consent-related communication pro-
cesses. SCC would offer the opportunity to specify the communicated
content and thus, in addition to roles and processes, to add clear spec-
ifications for the consent-related content interchanged between the
relevant actors. Technical compatibility already exists anyway due to
the common technical basis (FHIR Consent).

The focus of SCC is medical research and is applied to mark and
supplement relevant data (genome data, various analysis data, health
insurance data). SCC offers previously unavailable flexibility and query
granularity and enables combined queries for the utilization of datasets,
as exemplified by NUM, MI-I, and DZHK. Thus, SCC fills a gap in com-
parison to existing approaches.

5.2. Usability

Individual aspects of data processing can be described specifically
and comprehensibly using the composition of codes from the three axes.
When translating the consent content into the codes, the wording of the
description must be carefully chosen, because the interpretation of
definitions in detail can vary between different interpreters. In order to
simplify the process of translating/interpreting the consent content into
SCC and for pragmatic application, we provide a publicly available user
manual [30] to support a most intuitive translation process.

6. Conclusions

A first approach to map consent information from different appli-
cation scenarios in terms of a Semantic Consent Code (SCC) was
developed and evaluated. The extensible 3-axis code is an essential
preliminary work to standardising originally different consent texts and
content, with a focus on international applicability.

With its extension options, the SCC offers a general possibility to
support the linkage to data supported by opt-out solutions for specific
contexts, such as data related to the Health Data Utilisation Act [34] and
electronic health records in Germany, and will be able to support not yet
specifically defined tasks of data providers in the European Health Data
Space [35]. Secondary languages can be easily integrated, as already
exemplified with a German translation for a simplified applicability in
German research projects. The resulting code systems are freely avail-
able to interested scientists and have already successfully undergone
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first evaluations.

Based on initial results for the technical applicability of SCC, we
believe that the SCC approach offers potential for the creation of a
“consent query language” for patient consent in the context of medical
research. The next steps should therefore focus on the practical imple-
mentation of the application concept outlined in Fig. 6. This includes the
identification of a suitable pilot project, the technical implementation of
the outlined converters/interpreters and the realisation of a (federated)
consent registry based on the FHIR standard for consent in medical
research [36] on a national and international level.

7. Summary Table

What challenges have been faced in the field of consent-based
medical research to date?

e Due to a large number of national and international research ini-
tiatives, the content and structure of consent documents are usually
project specific. The documentation and semantic annotation of
these consent information follows varying existing technical and
semantical approaches.

e A simple and uniform queryability of consent information poses a
practical problem. The challenge is to find a suitable compromise for
the technical implementation of the patient’s will to enable simple
and uniform retrieval of consent information (consent query), even if
the necessary input information is highly complex and
heterogeneous.

What potential added value does the presented semantic consent
code offer users and researchers?

e We propose a Semantic Consent Code (SCC) for the semantic
description of consent content based on HL7 FHIR, which is capable
of supplementing existing terminologies.

The SCC facilitates a standardised semantic description of the
meaning of consent content and thus makes it uniformly machine
readable. This is possible regardless of the individual research proj-
ect and the structure of the consent document.

The SCC has already been evaluated in terms of human readability
and handling (guideline), machine interpretability and potential
integration into research infrastructures.
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APPC, Advanced Patient Privacy Consent

DZHK, German Centre for Cardiovascular Research

FHIR®, Fast Healthcare Interoperable Resources

GDPR, EU General Data Protection Regulation

gICS®, generic Informed Consent Service

HL7®, Health Level Seven International

IDAT, Person-identifying information (unofficial)

IHE, Integrating the Healthcare Enterprise

MDAT, Medical/health data

MII, Medical Informatics Initiative

MII BC, MII Broad Consent

NAKO, Research Project “German National Cohort”

NAPKON, German National Pandemic Cohort Network

NUKLEUS, Clinical Epidemiology and Study Platform of the Network of University
Medicine

NUM, Network of university medicine (NUM) to support COVID and pandemic
research at national level in Germany

OID, Object Identifier

PII, Person-identifying information (official)

RDP, Routine Data Platform

SCC, Semantic Consent Code

SUP, Cross-Sectoral platform (Sektoreniibergreifende Plattform)
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