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A Threat models

Here, we provide a more concrete explanation of how the risks of re-identification through a data
reconstruction attack are moderated by Differential Privacy (DP). Concretely, we avail ourselves of
the framework of reconstruction robustness (ReRo), which will allow us to formulate an upper bound
on the success rate of data reconstruction attacks against Artificial Intelligence (AI) models trained
with DP under the specific threat models discussed below.

ReRo was introduced by [1]. It is a guarantee pertaining to an algorithm which processes sensitive
data, e.g. an AI model trained with DP. Intuitively, if at most a proportion 0 ≤ γ ≤ 1 of the total
samples used to train the model can be successfully reconstructed by an adversary with a reconstruction
error lower than η ≥ 0, then the model satisfies (η, γ)-ReRo. Recent works have proven that all models
trained with DP automatically satisfy ReRo and that for certain settings, it is possible to directly
quantify the upper bound for γ [1, 2, 3]. In other words, DP automatically provides strong and
quantifiable protection against data reconstruction attacks.

We study the ReRo guarantees of models trained with DP under three distinct sets of assumptions
about the capabilities of the adversary, i.e. three distinct threat models:

1. The worst-case threat model: This corresponds to the adversary usually considered in DP,
namely one who has unbounded computational abilities, can deeply manipulate the model’s
(hyper-)parameters and has access to the target image itself, which they can use to attack the
model. Evidently, this threat model is not realistic (as an adversary who has access to the target
point would not need to attack the model), but is used to provide guarantees when “all bets are
off”, i.e. in a so-called privacy auditing scenario when one is interested in the absolute worst-case
behaviour of a system.

2. The relaxed threat model [4]: This threat model is still quite pessimistic, as it still assumes
unbounded computational ability and access to model (hyper-)parameters. However, this adver-
sary only has restricted access to the dataset, notably, they cannot use the target image itself to
attack the model. Although it renders this threat model more appropriate for scenarios where
the dataset can be safely assumed to be kept secure, e.g. in a hospital’s database, it still makes
assumptions, which are not encountered in any practical scenario. Most importantly, the adver-
sary has a black-box reconstruction algorithm, which yields either a perfect reconstruction or
fails, and the only decision the adversary has to make is whether the reconstruction was indeed
the target data. The term relaxed stems from security research, where a relaxation denotes a
weakening of a security assumption (as can be seen in e.g. [1, 2, 5, 6, 7, 8]).

3. The realistic threat model: The final threat model considers an adversary with unbounded com-
putational ability and the power to manipulate model (hyper-)parameters but only very limited
access to information about the dataset. For example, the adversary can know the dimensions
of the images to be reconstructed but not any of their contents. We note that even this threat
model is relatively pessimistic, as it assumes an active adversary who is trusted and therefore the
actions are not reviewed by other participants. Such adversaries could manipulate the model to
their advantage in order to reconstruct training data. We term this threat model as realistic as
it stems from federated learning research, although in many cases, this could be detected simply
by inspecting the model architecture. Nonetheless, we use this threat model as it is conceivable
that such adversaries can exist in, e.g. federated learning settings in untrustworthy consortia,
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which are common in real-world settings. Protection against this threat model generalizes to all
weaker threat models, such as black-box attacks after training and adversaries lacking the ability
to manipulate the deep learning model or its hyperparameters.

Of note, it is possible to provide theoretical bounds on the reconstruction attack success rate in both
the worst-case and the relaxed threat models using the techniques presented in [2, 3]. For the realistic
threat model, we assess the attack success rate empirically. A concise overview of the aforementioned
threat models is provided in Table 1.

In summary, while conservative (i.e. worst-case or relaxed) threat models are important tools in
security research because they allow one to derive closed-form bounds on the attack success rate of
very powerful adversaries, such threat models are in most reasonable scenarios too pessimistic.

B Setup

B.1 Dataset Description

Here we outline our rationale for choosing specific datasets for our experiments. We identified four
characteristics of medical imaging datasets, which reoccur frequently: (1) Datasets are often small
compared to non-medical datasets. For example, most medical AI algorithms, which are currently
approved by the US Food and Drug Administration (FDA), are trained on less than 1 000 data samples
[9]. (2) Diagnoses occur with very different frequencies, leading to often imbalanced datasets skewed
toward more common diagnoses. In segmentation tasks, this may happen due to different spatial
extensions of objects. (3) While natural images are all captured with standard cameras as RGB
images, medical images are from multi-modal imaging devices such as computed tomography (CT),
magnetic resonance imaging (MRI), or ultrasound.

In this study, we aim to give a broad discussion of settings in medical AI. Hence, we have chosen
three datasets, which encompass the above-discussed scenarios (c.f. Table 2).

1. The RadImageNet dataset [10] contains over 1.3 million 2D images with CT, MRI, and ultrasound
scans representing three imaging modalities with 165 classification targets, which are highly
imbalanced.

2. The HAM10000 dataset [11] is a collection of 10 000 skin lesion RGB images spread across seven
categories. We intentionally amplified the class imbalance to a strong but not untypical 80 : 20
class ratio by merging classes based on the need for immediate treatment (see Section 4.1).

3. Lastly, we use the MSD Liver dataset [12, 13], a demanding image-to-image task involving just
131 CT scans annotated at voxel level. Given the small number of available training samples as
well as a segmentation task (i.e., per-pixel classification) with tumours only encompassing a tiny
fraction of each scan, it represents a very challenging medically relevant task.

To the best of our knowledge, no prior work shows the performance of AI models trained under formal
privacy guarantees on such a comprehensive and large dataset as RadImageNet or a 3D image-to-image
task as MSD Liver represents.

B.2 Metrics

To measure the performance of the models on classification tasks, we use Matthews’ Correlation
Coefficient (MCC) [14]. Opposed to more frequently used metrics such as accuracy or F1-score, it
incorporates the entire confusion matrix and, by that, is extremely robust against any class imbalance
[15]. It is also better interpretable as for random predictions it is 0 and for perfect predictions 1,
whereas the accuracy depends on the class distribution. For the segmentation task, we measure the
class-wise Dice score of the 3D volumes and report the average over all volumes for the liver and
tumour, as they are the targets of interest in our task. A perfect prediction yields a 100% Dice score.
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